Ex. F




From: "Sharon Alexander" <SALEXAN@dot. state.tx.us>

To: "Allan Bass" <ABASS@dot state.tx.us>, "Tony Parlamas"
<APARLAMA@dot state tx.us>, "Amadeo Saenz" <ASAENZ@dot state.tx.us>, "Anita Sanders”
<ASANDER@dot.state.tx.us>, "Allen Shelley" <ASHELLEY@dot state.tx.us>, "Brett Bray"
<BBRAY@dot state.tx.us>, "Bob Daigh" <BDAIGH@dot state.tx. us>, "Billy Fergerson”
<BFERGER@dot.state.tx.us>, "Bob Jackson" <BJACKSON@dot. state.tx.us>, "Robert Lindley"
<BLINDLE@dot state.tx.us>, "Bobby Littlefield” <BLITTLE@dot state.tx.us>, "Bob Ratcliff"
<BRATCLI@dot state.tx.us>, "Bob Westcott Jr" <BWESTCOT@dot state.tx.us>, "Bryan Wood"
<BWOOD@dot.state.tx.us>, "Chuck Berry" <CBERRY@dot.state.tx.us>, "Chris Bunton”
<CBUNTON@dot. state. tx.us>, "Coby Chase" <CCHASE@dot state.tx.us>, "Craig Clark"
<CCLARK3@dot.state.tx.us>, "Carol Davis" <CDAVIS1@dot.state.tx.us>, "Cindy Gloyna”
<CGLOYNA@dot.state.tx.us>, "Carlos Lopez" <CLOPEZ@dot state.tx.us>, "Carl Preston"
<CPREST@dot.state.tx.us>, "David Casteel" <DCASTEE®@dot state.tx.us>, "Dennis R. Cooley”
<DCOOLEY@dot state.tx.us>, "David Fulton" <DFULTON@dot state.tx.us>, "Donna Hill"
<DHILL1@dot state.tx.us>, "Doris Howdeshell" <DHOWDES@dot.state.tx.us>, "Diana Isabel"
<DISABEL@dot.state.tx.us>, "Dee Dee Lohmeier” <DLOHMEI@dot state.tx.us>, "Donnie McNatt”
<DMCNATT@dot state.tx.us>, "Dianna Noble" <DNOBLE@dot state.tx.us>, "David Norris"
<DNORRIS@dot.state tx.us>, "Dorceia Smart" <DSMART@dof.state tx.us>, "Earl Anderson”
<EANDERS@dot.state.tx.us>, "Eric Gleason" <EGLEASO@dot. state.tx.us>, "Ed Serna"
<ESERNA@dot state.tx.us>, "Edwin Sims" <ESIMS@dot.state.tx.us>, "Fred Rojas”
<FROJAS@dot. state tx.us>, "Gus De La Rosa" <GDELAROS@dot state.tx.us>, "Gil Herndon"”
<GHERNDO@dot state.tx.us>, "Glenn Jaeger" <GJAEGER@dot.state.tx.us>, "Gary K. Trietsch”
<GTRIETS@dot.state. tx.us>, "Jesse Ball' <JBALL@dot. state.tx.us>, "Judy Barnes"
<JBARNE2@dot.state.tx.us>, "John Barten" <JBARTO1@doet. state tx.us>, "James Bass"
<JBASS@dot.state.tx.us>, "Jean Beeman" <JBEEMAN@dot state.tx.us>, "John Campbell”
<JCAMPBEL@dot.state.tx.us>, "JD Dossett” <JDOSSETT@dot state tx.us>, "Jake Moocre"
<JMOORE2@dot. state.tx.us>, "Jim Randall' <JRANDALL@dot state tx.us>, "Judy Skeen"
<JSKEEN@dot. state.tx.us>, "Jeff Sweetland" <JSWEETLA@dot.state.tx.us>, "Karla Chittim"
<KCHITTI@dct state.tx.us>, "Kathryn Cooksey" <KCOOKSEY@dot.state.tx.us>, "Ken Jones"
<KJONES@dot.state.tx.us>, "Kevin Setoda" <KSETODA@det.state.tx.us>, "Linda Fabre "

<| FABRE@dot.state.tx.us>, "Lauren Gardufic" <LGARDUN@dot state. tx.us=>, "Lonnie Gregorcyk"
< GREGOR@dot state.tx.us>, "Lois Johnson"” <LJOHNS1@dot.state.tx.us>, "Lorie Ledesma Ramirez"
<L EDESMA@dot state. tx.us>, "Lyle Looger" <LLOOGER@dot state.tx.us>, "Lynn Passmore"

<L PASSMO@dot.state.tx.us>, "Larry Tegtmeyer" <LTEGTME@dot.state.tx.us>, "Michael Behrens"
<MBEHREN@dot.state.tx. us>, "Maribel Chavez" <MCHAVEZ@dot. state.tx.us>, "Mark Filip"
<MFILIP@dot.state.tx.us>, "Miguel Hernandez" <MHERNAND@dot state.tx.us>, "Mario Jorge"
<MJORGE@dot state.tx.us>, "Mark Marek" <MMAREK@dot.state.tx.us>, "Mario Medina"
<MMEDINA@dot. state tx.us>, "Mary Owen" <MOWEN@dot.state.tx.us>, "Mark Pollard"
<MPOLLARD@dot state.tx.us>, "Marjorie Roberts" <MROBERT@dot state.tx.us>, "Manuel Segura”
<MSEGURA@dot state.tx.us>, "Mark Tomlinson" <MTOMLIN@dot state.tx.us>, "Mike Williams"
<MWILLIZ@dot. state.tx.us>, "Owen Whitworth" <OWHITWOR@dot.state.tx.us>, "Phillip Russell"
<PRUSSEL @dot.state.tx.us>, "Pat Swindell" <PSWINDE@dot state.tx.us>, "Rick Collins"
<RCOLLINS@dot state.tx.us>, "Rebecca Davio" <RDAVIO@dot.state.tx.us>, "Randall Dillard"
<RDILLARD@dot.state.tx.us>, "Randy Hopmann" <RHOPMAN@dot.state.tx.us>, "Reuben Jackson"
<RJACKSO@dot state tx.us>, "Russel Lenz" <RLENZ1@dot state.tx.us>, "Bob Rybka"
<RRYBKA@dot. state.tx.us>, "Richard Skopik" <RSKOPIK@dot. state.tx.us>, "Suzy Blaschke"
<SBLASCH@dot state.tx. us>, "Scott Burford" <SBURFORD@dot.state.tx.us>, "Scott Dorsett”
<SDORSET @dot.state.tx.us>, "Sandra Doyle" <SDOYLE@dot state.tx. us>, "Susan Freres"
<SFRERES@dot state tx.us>, "Steve Simmons” <SSIMMON@dot.state tx.us>, "Stacey Worsham"
<SWORSHA@dot state.tx.us>, "Thomas Bohuslav” <TBOHUSL@dot state tx.us>

Date: 6/4/2007 9:16:07 AM

Subject: Fwd: 1SD Instructions for Litigation Data Preservation Process for SH 121

All,
This is follow up information on the TxDOT litigation hold on data related to the SH121 project.



We are required to begin finding and saving ALL electronic documents related to this pending litigation.

ALL offices need to be aware of this process, even if your office is not affected by the SH 121 praject.
You will need to be aware of methods for preserving electronically stored information, in the event a

fitigation hold is needed for a project your office is involved in.

The size of this effort and the need to make it as easy as possibie to collect and to review the electronic
documenis, a standardized process will be implemented statewide. The process can be broken into three
parts: Preservation of email, preservation of local and shared electronic documents (Word, Excel,
Microstation or other types of documents) and restoration of electronic documents that exist only on the
tape backup systems. Below are overviews for each of these three processes. Included is a list of tasks
and sample instructions that should be sent out to all of your users. Please modify them to match your

environment.

Preservation of email:
Attached are the detailed instructions on how to handle email preservation. We will use the shared folder

feature of Groupwise to create and share a folder with a special email account set up for each data
preservation request. Only users having email will be requested to create the shared folder. Once the
shared folder has been established, users will create an email rule to forward any email placed in that
folder into the special email account that OGC will have access to. Only users with in scope email shail
create the shared folder and move in scope email to it. Once OGC determines preservation of the email

is no longer needed the shared folders can be unshared.

Preservation of Electronic Documents: .

A statewide drive letter is being created. 1t will work similar to a users U: drive with the following
exceptions:

- The drive letter will be L, _

- users will have only Create, Write, File Scan and Read rights to this network storage location,

- a "L:\SH121" directory has been created for the purpose of storing the current SH121 data preservation

effort, and
- once a user has copied a file info the L drive they will be unable to delete or madify the file.

ISD has created a central storage area at each district headquarters and one for the Austin campuses. A
container levei drive mapping has been added to establish L: drive for each user. Electronic documents
copied to the L: drive will then be automatically copied to a central location for review by the interested

~ parties. Once OGC determines preservation of the documents is no longer needed, the subdirectories
and files will be deleted. The L. drive will remain for future preservation efforts.

As new user accounts are added, D/D/O [T staff will need o create the user L: drive location and grant the
user Create, Write, File Scan, and Read rights to them.

Restoration of Electronic Documenis

Some email and electronic documents will only exist on tape backup systems. Users should be instructed
to provide DDO T staff with a list of files or emails that exist only on tape media. It is the responsibility of
the |T staff to then restore where possible and make the recovered files available to the users for review.
It is then the responsibility of the user to use the one of the two methods above to preserve the electronic

information.

O/D/C Tasks

- Provide user instructions on the preservation process.

- Provide information and instructions on the use of the L: drive.

- Provide information and instructions on how to request tape backup file restores.
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Sample User Instructions for IRA to provide:




e v e e e i 5 e e e e I e o e e e de e s e de ok de v e sk ok e e R e de Al de ke e e de ek bk ko ke

All,

TxDOT has been tasked with preserving all electronic decuments and emaifs related to the SH121 Project
located in the Dallas and Ft. Worth Districts. A new drive letter has been created that will be used toc hold
copies of any electronic documents that meet the data preservation criteria. Instructions for preserving
emails are attached. Additional instructions on requesting the restoration of electronic documents and
emails that have been deleted but exist on your D/D/O's tape backup system are included. Below are the
detailed instructions that every user at TxDOT must follow to be in compliance with this data preservation

order.

1. How to save electronic documents - You should now have a L:ASH121 drive. If you do not, contact your
IRA staff. Copy all documents that meet the criteria of this data preservation order to the L:A\SH121
directory. Be careful, once you copy it you will not be unable to delete or overwrite it. Any qualifying
document no matter where it is focated (local drive, server drive, COROM, DVD or USB thumbdrives)

should be preserved.

2. How to preserve emat! - If you have qualifying email to preserve, follow the aftached instructions to
create a Groupwise shared folder, share it with a special email account, and create a rule to forward email
to that account. You need to restore any qualifying emaii saved to a Groupwise archive and move it to the
shared folder. NOTE: Please do not create the shared folder if you do not have qualifying email.

3. Restore deleted electronic documents - If any qualifying electronic documentis exist only on tape backup
media, please provide the file name, date, and original file location to your IRA staff.

You will be nctified when to stop preserving data.

Thanks
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ccC: "Connie Bohuslav" <CBOHUSLA@dot state tx.us>, "Carolyn Icard"
<CICARD@dot.state.tx.us>, "Jeremiah Kuntz" <JKUNTZ@dot. state.tx.us>, "Maria Finch"
<MFINCH@dot state.tx.us>, "Mary Anne Griss" <MGRISS@dot.state.tx.us>, "Nancy Handrick"
<NHANDRIC@dot.state tx.us>, "Shirley Macik" <SMACIK@dot.state.tx.us>, "Shawna Russell”
<SRUSSE1@dot state.tx.us>, "Teresa Lemons" <TLEMONS@dot.state.tx.us>, "Zeke Reyna”

<ZREYNA@dot state tx.us>



Process for Preservation of Data

1. Creating a Shared Folder for SH121 email

2. Creating a rule to forward a copy of all SH121 email to a central account

Creating the Shared folder in GroupWise:

1. Select the File\New\Folder option.

2. In the pop-up window, choose Shared folder. Select Next.
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3. The folder name will be your userid followed by "SH121”. Select Next.
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4, Add SH121 Reference to the Access list. Select Add User
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5.

Figure 4

6. No modifications are necessary when defining the folder settings. Select Finish to create
the folder.

Create Shared Fuldei'.

_-_Descuphon B I e
{Display all items in the sslected folder. _:j ;

Details

: S'ur'tﬁ,u" dnfa v
_-'.ngate

":':Snrt urder

._Vlkscendlng

. I'u'lt_n're_: Display Setlings..

o <§ack

e bénc;ai i

Flgure 5




A Shared Folder Notification window will appear stating the SH121 Reference email account will
receive notification of the created foider. Select OK.
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Creating a rule to forward email to the SH121 Reference email
account

4 Select Rules from the Tools pull-down menu.
2. Select the New button in the Rules Dialog Box.

3. Name the rule SH121 Forward.
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4. Change the event from New ltem to Filed ltem
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5. Mouse click the Select folder button located to the right of the Select folder field.

6. In the Folders pop-up window, select the “userid” SH121 shared folder created earlier.
Figure 10 shows the Select folder field after the SH121 shared folder has been selected.
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7 Selet the Add Action button and choose Forward .
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8. Type SH121 Reference in the To field. Select OK
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All email items referencing SH121 should be placed into the SH121 shared folder. Those items
will be shared with the SH121 Reference GroupWise account and forwarded to the account as

well.



